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Information Governance at  
Sheffield Teaching Hospitals 
Report to the Healthcare Governance Committee 
for the financial year ending March 31 st 2013 
 
1. An overview  
 
The Trust has had a dedicated Department for Information Governance, Caldicott and SIRO Support 
(IGCS). The Department handles all aspects of Information Governance and encompasses a 
deputising role for the Caldicott Guardian and the Senior Information Risk Owner (SIRO).  

With Terms of Reference first approved in November 2002, the IG Department is one of the longest 
established within the NHS.  

The Department for Information Governance, Caldicott and SIRO Support (IGCS) is made up of: 

� The Information Governance, Caldicott & SIRO Support Manager  (IGM) 

� Information Security Manager (ISM) 

� Information Governance Officer (IGO) 

2. STH Information Governance Framework  

The Information Governance Framework within the Trust is determined by the inter-relationship of the 
IGCS, the Information Governance Committee (IGC) the SIRO, the Caldicott Guardian, IAOs, IAAs, 
the Trust Board, departmental/directorate IG leads and other Trust governance groups and 
committees. 

Important issues covered are the reporting mechanisms used by IAOs to the SIRO regarding the 
security and resilience of information assets and any compromise to the confidentiality, integrity and 
availability of those assets. The SIRO approach has been, in conjunction with the IGCS and the IGC, 
determined that such reports will be enabled by the IGCS, the Department and the IGCS acting as a 
filter for reporting issues and those of concern. 

The IGCS will also support the IAOs and IAAs in the requirement for a structured risk approach to 
information assets; facilitating formal scoping of the asset, vulnerability assessments, threats to those 
vulnerabilities, the likelihood of threats impacting on those information assets, so determining risk 
factors and controls to mitigate that risk. This is the formal approach determined by ISO/27001 and a 
requirement for information security management as mandated in the IG Toolkit 

The inter-relationship described above is illustrated in Appendix A of this document, further information 
can be found on the IGCS intranet site at: 
http://sthweb.sth.nhs.uk/InfoGovNhs/  

Examples of IAO training materials can be found on the IGCS intranet site at: 
http://sthweb.sth.nhs.uk/InfoGovNhs/  

3. The Information Governance Toolkit  

The IGCS covers all aspects of the Information Governance Toolkit and submits the Control Levels on 
an annual basis.  

The Toolkit has now been mandated for 10 years, and the introduction of version 10 in June 2012 
comprised a baseline assessment on 31st July 2012, followed by an interim submission on 31st 
October .with a final submission on 31st  March 2013. 

Since IGT Version 8, there have been 45 controls for NHS bodies in the Acute Sector, with a score 
level of 0 through to 3. The reporting and scoring mechanism for the IGT continued with a requirement 
for the organisation to reach level 2 for each of the 45 controls. Such an outcome would deem the 
organisation “green” and “satisfactory”. Failure to reach level 2 in just one control would mean that the 

Department for  
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organisation was deemed “red” and “unsatisfactory”. All control levels claimed must be adequately 
evidenced. 

There are 6 discrete control areas, namely: 

• Information Governance Management:  

• Confidentiality and Data Protection Assurance:  

• Information Security Assurance : 

• Clinical Information Assurance  

• Secondary Use Assurance  

• Corporate Information Assurance  

Following the Trusts baseline assessment submitted on 31st October 2012, which IGCS used the 
outcome as a basis for the Information Governance Management Framework (IGMF) and as a status 
briefing to the Information Governance Committee in December 2012, the evidenced assessment 
considered that the Trust was below level 2 in 5 controls. These were all within the 300 series 
(information security) the role of Information Asset Owners (IAOs) and the SIRO, being particularly 
lacking. The report considered that sufficient improvements could be made to ensure that there would 
no failure points at the March 2013 final submission 

A great deal of work was carried out in the six months from October 2012 to March 2013 which 
enabled the Trust to fulfil the control requirements of the 300 series. The IGCS Manager completed all 
various training modules online training tool, which enabled the scores in those specific areas to reach 
Level 2. The appointment of a new SIRO in February 2013 required that a full training programme was 
required to bring them up to speed with the requirements of the role. The Trust IGCS Manager, who 
trains SIROs nationally, was able to facilitate part of the training whilst the CfH SIRO online training 
tool was also completed 

The IGT v.10 submission was made formally on 26th March 2012, with all Controls at Level 2 or above. 
As a consequence the submission was “Green” and “Satisfactory” for all areas. I enclose a separate 
document “Appendix B – Assessment Report” which gives the Trust position reached at final 
submission. The Trust result was published on the CfH website immediately after submission: all Trust 
results were forwarded to CQC on 2nd April 2013. 

It is worth noting that virtually all Pre Qualifying Questionnaires (PQQ) coming into the Trust from 
commissioning bodies now contain sections on the IGToolkit scores and particularly Information and 
data security. 

I would like to thank staff in IGCS and all supporting Trust staff for their hard work in achieving this 
submission.  

4. Confidentiality, Data Protection, Caldicott and the Caldicott Function 

IGCS contribute to the induction training programme for new starters and Departmental specific 
training across the Trust (Weston Park and Cardiac being just a couple), to ensure that all staff are 
trained in their responsibilities within the confidentiality, Caldicott and Data Protection areas. Training 
materials now follow those of the IG Training Tool and the OLMS/ESR competency. 

An e-learning video – Danny’s Day - is now available for at seat or presentational purposes. It has 
been put onto the IG TNA so Mandatory Training Leads in the Trust know they can use this as a 
method for IG induction and refresher training. 

Stringent working practices are detailed in all IG Codes of Practice and procedural documentation 

High level policies overview all procedural documentation, so providing organisational law, breach of 
which is a disciplinary offence 

All contracts of employment contain confidentiality, Caldicott and Data Protection clauses which 
reinforce the Trust controlled documents 

IGCS routinely give staff advice on all aspects of confidentiality and data protection on a day to day 
basis, with again another marked increase in requests over the 12 month period 2012/13. 

With the exception of medical record requests IGCS handle all requests made under the Data 
Protection Act 1998 up to and including full subject access requests. Nineteen subject access 
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requests were received within the 2012/13 financial year. All the majority of the requests were quite 
localised, ie staff personal or medical record related and this year there were no full subject access 
requests.  

All types of requests (personal and patient medical record requests) that are made within Community 
Services are facilitated by IGCS. 

IGCS also handle requests made under the Access to Health Records Act 1990 and have reviewed 
and advised on a total of 34 through the financial year, checking on the veracity of requests and the 
legal status of requesters. 

Two breaches of patient confidentiality were dealt with by IGCS and the Trust. Both are described in 
Section 5, below. 

Working practices regarding confidentiality are regularly reviewed, evaluated and updated where 
necessary. Information Asset Owners are trained on action to take in cases of breach, with reporting 
lines through the IGC. 

The Medical Director is the Caldicott Guardian and chairs the Information Governance Committee, so 
providing reportage to the Trust Board and TEG. 

IGCS carries out support for the Caldicott Guardian by deputising for him, and also carrying out the 
responsibilities and duties detailed within the Caldicott Function.  

Caldicott Function handles Section 251 requests under the NHS Act 2006, submitting the required 
documentation to the Ethics & Confidentiality Committee (ECC), of what was the National Information 
Governance Board (NIGB). The NIGB ceased to exist on 31st March 2013 and the ECC transferred to 
the newly formed Health Research Authority (HRA). It is worth noting that the information governance 
responsibilities of the NIGB have transferred to the Care Quality Commission (CQC) and their functions 
for monitoring and improving information governance practice by establishing a National Information 
Governance Committee (NIGC) to oversee this work. 

IGCS overview all Trust Research Projects in conjunction with the Research Department, reviewing 
DPA and Security arrangements and consent issues. The Information Governance Assurance 
Framework (IGAF), mandated by the DH has seen the Department develop this area so that all 
security aspects of data storage and transmission are recorded, risk assessed and all major data flows 
mapped. This functionality has now been rolled out to include all data storage and flows throughout 
the Trust and ties in with the Information Asset Register and the IAOs. 

Where Caldicott Guardian sign off is required (eg IRAS Forms) IGCS advise on relevant issues and 
the IGCSM can sign off as a registered Deputy Caldicott Guardian where necessary. 

5. Information Security  

The Trust had two breaches of security involving the loss of Personal Identified Data (PID) in 2012/13:  

The first breach was a loss of papers from a medical record and occurred on 22nd November 2013. 
This was a report to IGCS direct from the ICO Enforcement Office after a member of the public 
reported to them that papers which could have been medical records were seen blowing along B Road 
at RHH. 

A full investigation was carried out by the IGCS Manager, the Medical Records Manager and latterly 
when more information was obtained, the Operations Manager, General Surgery. Reports were made 
into the Trust SUI Group for update and action purposes. 

It should be pointed out that the type of data and the amount in question would not normally be 
reportable to either the DH or the ICO under the DH guidelines  

The second breach occurred on 28th December 2013. A member of the Community Service Evening 
and Nights staff was assaulted, beaten up and had her handbag, containing her work diary stolen. As 
this was the end of the year the diary contained a considerable amount of information.  

The Trust staff took immediate action to mitigate the loss, identifying and informing patients and 
setting up a response team to overview and rectify any failing or weak working practices. 

The IGCS Manager followed Gateway Information SUI procedures, reporting a level 4, red, SUI to the 
DH, formally reporting to the ICO and the incident was entered onto STIESS and reported to the Trust 
SUI Group. 
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Although there was no feedback from the DH, the ICO was in dialogue with IGCS, overviewing the 
Trust Information Security related Controlled Documents, actions taken and time taken for those 
actions to be completed. 

In the report back to IGCS and the Trust the ICO noted: 

It was necessary for the employee to be carrying the work diary with her at the time of the 
incident and she took reasonable steps to protect it. 

At the time of the incident the Trust had a number of relevant policies in place but this incident 
has highlighted a lack of clear policies regarding the recording of information in the diaries of 
those that provide care to patients in the community. 

This has resulted in an inconsistent approach to how personal data is recorded/retained in the 
diaries and being unable to reliably determine what is likely to have been compromised if a 
diary is lost or stolen.  

This is being rectified by the Trust through the implementation of a policy document called 
“Procedures for Protecting Patient Identifiable Data whilst working in the community”. 

In this case the personal data of a significant number of patients was compromised by the 
incident. This seems likely to have been largely restricted to patient demographics but some 
key safe codes and healthcare worker comments about the patient are likely to have been 
present in the diary. 

This incident could potentially have caused serious detriment to vulnerable patients but there is 
no evidence of any detriment resulting from it. 

The Trust has taken prompt remedial measures relevant to the incident in informing affected 
individuals and recommending key safe codes be changed. The Trust is also taking remedial 
action to address the broader issue of work diaries.  

The ICO considers this last action to be particularly important to prevent excessive personal 
data from being entered into and retained in work diaries. It is also important that there is a 
consistent approach to the use of work diaries and therefore that the draft Trust document 
“Procedures for Protecting Patient Identifiable Data whilst working in the community” is 
implemented. 

The above document includes the need for each team/service to complete a risk assessment 
and develop a common practice that supports the use of minimal recorded information. 

The Trust is also looking into the possible replacement of the paper work diary by an electronic 
device. 

The actions, detailed above, were taken by the Trust in approximately 8 days and were initiated and 
actioned by Community Services at the earliest possible instant. IGCS worked with Community 
Services helping overview actions, their reporting and the development of the document “Procedures 
for Protecting Patient Identifiable Data whilst Working in the Community”. 

I would like to put on record my thanks to those staff in Community who worked so hard to mitigate the 
SUI and action the service improvements that have now been brought about. 

The IGCS Manager in his role of Deputy SIRO was able to report the actions to the new Senior 
Information Risk Owner (SIRO) now embedded at Trust senior management level in the person of 
Tracey Harding, Informatics Director, who took up the role in February 2013.  

It is worth highlighting again the requirements 

The role of the SIRO is to: 

• Act as an advocate for information risk on the Board and in internal discussions, and provide 
written advice to the Chief Executive, as Accountable Officer on the content of the annual 
Statement of Internal Control in regard to information risk. 

• Work within a governance structure, with clear lines of ownership and well defined roles and 
responsibilities, the SIRO will provide an essential role in ensuring the identified information 
security threats are followed up and incidents managed. They will also ensure that the Board 
and the Accountable Officer are kept up-to-date on all information risk issues. The role will be 
supported by the Information Governance, Caldicott & SIRO Support Manager, the Information 
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Security Manager and the Caldicott Guardian, although ownership of the Information Risk 
Policy and risk assessment process will remain with the SIRO 

The key responsibilities of the SIRO are: 

• To oversee the development of an Information Risk Management Policy and a strategy for 
implementing the policy within the existing Trust’s Information Governance Assurance 
Framework. 

• To take ownership of the risk assessment process for information risk, including review of the 
annual information risk assessment to support and inform the Statement of Internal Control. 

• To review and agree an action plan in respect of identified information risks. 

• To ensure that the Trust’s approach to information risk is effective in terms of resource, 
commitment and execution and that this is communicated to all staff. 

• To provide a focal point for the resolution and/or discussion of information risk issues, such as 
Serious Untoward Incidents (SUIs). 

• To ensure the Board is adequately briefed on information risk issues. 

IGCS has continued to identify, train and support Information Asset Owners (IAOs) and Information 
Asset Administrators (IAAs). Full training has now been carried out for all IAOs within Community 
Services and the facilitation of risk assessment is being carried out across the Trust by IGCS. 

The function of the IAOs is by definition, to take ownership of their information asset providing control 
support, risk assessment, together with security and confidentiality responsibility. They also report on 
such matters direct to the SIRO.  

The reporting structure, as described in the previous IGCS Annual Report (2011/12) has been 
developed through the IGC, where both the SIRO and the Caldicott Guardian attend as Vice Chair and 
Chair respectively. 

The support as described above devolves directly to the IGCS, where not only is there a dedicated 
Information Security Manager, but the Manager and the Information Governance Officer are fully 
trained in all aspects of information security and the related international information security 
standards,  ISO/IEC 27001, 27002, ISO27003 and ISO27005. These mandate controls for human and 
electronic information asset work flows as detailed in the Information Governance Toolkit. See also 
Appendix A 

These drive information governance policies and procedures, working practices, guidance and training 
to facilitate managing and mitigating any risk.  

Support is also given to the information systems areas of Trust wide business continuity planning. 

It should be stressed that the correct development of Information Security systems is essentially a 
facilitation role for the disparate parts of the organisation by IGCS and the Information Security 
Manager in particular. 

IGCS is responsible for the  roll out of Trust Encrypted USB sticks  - currently standing at 1320, and 
the recording of all SafeBooted/Sophos encrypted laptops – currently standing at 465 (however some 
have a great deal of users!)  

Port control should be rolled out as part of the Trust Desk Top upgrade and until that happens remains 
a significant security risk. 

6. Data transfer 

The IGCS has continued to develop data transfer security controls in compliance with the Information 
Governance Assurance Framework (IGAF) with Controlled Document 165 “Mandated Procedures for 
the Transfer of Person Identifiable Data (PID) and other Sensitive or Confidential Information” being 
revised twice to version 4.5. It further reinforces the safety and security of data transfer with detailed 
requirement for the use of SafeBoot/Sophos encrypted laptops, Trust issued encrypted USB sticks 
and the recording of and risk assessment of data flows. A section on the responsibilities of staff using 
public facing social networking sites addresses the personal security aspects of their use. 

All of the related policies and procedures have been updated and ratified in line with the national 
requirements of IGAF and the final guidance detailed above 
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Failures in the security and confidentiality of personal and sensitive data fall within the responsibility 
areas of both the SIRO and the Caldicott Guardian. 

As stated previously the Criminal Justice and Immigration Bill 2008 added Section’s 55b to 55e to the 
Data Protection Act: giving the ICO the power to levy fines for data losses and security breaches of the 
Data Protection Act. The highest fine so far imposed is £440,000 in the private sector, whilst the 
highest in the NHS against Brighton and Sussex University Hospitals NHS Trust. This was £325,000. 

7. Requests for Information   

Requests for information (RFI) are made under a wide number of legislative frameworks and the Trust 
has itemised them under the following: Criminal Appeal Act 1995 (CAA), Data Protection Act 1998 
(DPA), DPA Breach (DPAB), Environmental Information Regulations 2004 (EIR), Freedom of 
Information Act 2000 (FOI), Access to Health Records Act 1990 (AHRA) and ICO DPA Complaint 
(DPAC) 

In the financial years since the inception of these requirements IGCS has dealt with RFIs totalling 

01/01/05 – 31/03/05  15 

01/04/05 – 31/03/06  99 

01/04/06 – 31/03/07  138 

01/04/07 – 31/03/08  181 

01/04/08 – 31/03/09  235 

01/04/09 – 31/03/10  326 

01/04/10 – 31/03/11  348 

01/04/11 – 31/03/12  469 

01/04/12 – 31/03/13  490 

As stated in Section 3 above, in 2012/13 the Trust has received RFIs as follows: AHRA – 34, DPA – 
19, DPAB – 0, DPAC -0. This leaves: 

 FOI   434  (387 in 2011/12) 

 EIR    3 (5 in 2011/12) 

There is an imperative on IGCS to ensure that the legal response requirements (20 working days) are 
met, the requests answered in full, and also that exemption and exception responses are grounded 
within the legislative frameworks of both FOI and EIR. The use of such exemptions and exceptions 
requires detailed knowledge of the legislation, particularly where public interest and prejudice tests are 
required. Their use can lead to request for a review and, ultimately the involvement of the Information 
Commissioners Office, where there is a requirement to fully justify and evidence to them the Trust 
action. 

One such case has gone through the whole information rights process: response, appeal, review, 
Section 50 Decision Notice at the ICO (won), Lower Tier Information Rights Tribunal in London (won). 

This process took 2 years and consumed over 50 hours of the IGCS (mainly manger time) 

The Trust has a very good record on release of information requested and it is considered an open 
and transparent organisation by the majority of requesters. I would like to thank all the Departments 
and Directorates who supplied information for those requests passed through to them, however 
mundane, simple, complex and arcane. 

8. Action Points 2013/14 

The following have been highlighted as major priorities for IGCS in the financial year: 

� Review all IG Controlled Documents to ensure compatibility with the aims and working 
requirements across the whole Trust – acute and community 

� Ensure secure, confidential, legal and sustainable data sharing agreements with all major 
organisations that are in place following the Health and Social Care Act 2012 
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� Ensure that the Information Governance Principles are embedded in all developing 
technologies especially where they are dependent on Mobile Device Management (MDM). 
Tablets, smartphones and similar. 

� To overview the security and use of cloud computing systems, such as (but not exclusively 
to) DropBox, Sky drive and iCloud 

� To ensure that the Information Governance Toolkit control status is maintained, improved 
and evidenced 

� Port Control is established and commensurate security models are developed and 
maintained 

9. General 

Supporting IGCS is the IG Committee and IG leads in the different departments. 

The latter are supported by “IG Triggers” (detailed on the IG intranet site) which enable possible points 
of failure to be determined and reported before that failure can occur. 

IGCS has a very high profile and handles and fields calls and questions from all levels of staff 
throughout the Trust. 

Whilst the Department of Health specialise in the six main areas outlined above Sheffield Teaching 
Hospitals, as said in last years report, in common with many other acute hospitals is aware that IG is a 
much broader church and actually covers: 

� Caldicott and Confidentiality 

� Data Protection Act 1998 

� Records Management 

� Caldicott Function (Control 102, IGT) 

� UK Caldicott Guardian Council  

� Information Security (ISO/IEC27001, ISO/IEC27002, ISO27003, and ISO27005:2008) and the 
proposed replacements/updates 

� Business Continuity (BS25999 & BS22301) 

� Policies, procedures, standards, protocols and codes of practice 

� Human Rights Act 1998 

� Freedom of Information Act 

� The Freedoms Act 2012 

� Environmental Information Regulations 

� Re-use of Public Sector Information 

� The NHS Act 2006 (Section 251) 

� The Health and Social Care Act 2012 

� The National Information Governance Committee of the CQC 

� Ethics and Confidentiality Committee of the NIGB 

� Research and IRAS related 

� Health Research Authority 

� ICT strategic developments (ex Connecting for Health programme)  

� The Criminal Justice and Immigration Act 2008 

� The Caldicott Guardian Manual 2006 

� Equality Act 2006 

� Domestic Homicide Review 

� Information Quality Assurance (Data Accreditation) 
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I hope this adequately covers the Information Governance areas that you may be interested in, please 
let me know if you require any more information. 

 

Peter Wilson 
Information Governance, Caldicott & SIRO Support Manager 
09/04/13 
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Appendix A – Inter-relationship between the IGCS, t he Information Governance Committee 
(IGC) the SIRO, the Caldicott Guardian, IAOs, IAAs  
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 Appendix B  Version 10 (2012-2013) Final Assessment March 31 st 2013 

 
 

Confidentiality and Data Protection Assurance  
9-200 The Information Governance agenda is supported by 

adequate confidentiality and data protection skills, 
knowledge and experience which meet the 
organisation’s assessed needs  

Confirmed Complete 
Level 3  

9-201 Staff are provided with clear guidance on keeping 
personal information secure and on respecting the 
confidentiality of service users  

Confirmed Complete 
Level 2  

9-202 Personal information is only used in ways that do not 
directly contribute to the delivery of care services 
where there is a lawful basis to do so and objections 
to the disclosure of confidential personal information 
are appropriately respected  

Confirmed Complete 
Level 2  

9-203 Individuals are informed about the proposed uses of 
their personal information  

Confirmed Complete 
Level 2  

9-205 There are appropriate procedures for recognising and 
responding to individuals’ requests for access to their 
personal data  

Confirmed Complete 
Level 2  

9-206 There are appropriate confidentiality audit procedures 
to monitor access to confidential personal information  

Confirmed Complete 
Level 2  

9-207 Where required, protocols governing the routine 
sharing of personal information have been agreed with 
other organisations  

Confirmed Complete 
Level 2  

Req 
No 

Description Status 

 

Attainment 
Level 

 

Information Governance Management  

9-101 There is an adequate Information Governance 
Management Framework to support the current and 
evolving Information Governance agenda  

Confirmed Complete 
Level 3  

9-105 There are approved and comprehensive Information 
Governance Policies with associated strategies and/or 
improvement plans  

Confirmed Complete 
Level 3  

9-110 Formal contractual arrangements that include 
compliance with information governance requirements, 
are in place with all contractors and support 
organisations  

Confirmed Complete 
Level 2  

9-111 Employment contracts which include compliance with 
information governance standards are in place for all 
individuals carrying out work on behalf of the 
organisation  

Confirmed Complete 
Level 2  

9-112 Information Governance awareness and mandatory 
training procedures are in place and all staff are 
appropriately trained  

Confirmed Complete 
Level 2  
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9-209 All person identifiable data processed outside of the 

UK complies with the Data Protection Act 1998 and 
Department of Health guidelines  

Confirmed Complete 
Level 2  

9-210 All new processes, services, information systems, and 
other relevant information assets are developed and 
implemented in a secure and structured manner, and 
comply with IG security accreditation, information 
quality and confidentiality and data protection 
requirements  

Confirmed Complete 
Level 2  

 
Information Security Assurance  
9-300 The Information Governance agenda is supported by 

adequate information security skills, knowledge and 
experience which meet the organisation’s assessed 
needs  

Confirmed Complete 
Level 3  

9-301 A formal information security risk assessment and 
management programme for key Information Assets 
has been documented, implemented and reviewed  

Confirmed Complete 
Level 2  

9-302 There are documented information security incident / 
event reporting and management procedures that are 
accessible to all staff  

Confirmed Complete 
Level 2  

9-303 There are established business processes and 
procedures that satisfy the organisation’s obligations 
as a Registration Authority  

Confirmed Complete 
Level 2  

9-304 Monitoring and enforcement processes are in place to 
ensure NHS national application Smartcard users 
comply with the terms and conditions of use  

Confirmed Complete 
Level 2  

9-305 Operating and application information systems (under 
the organisation’s control) support appropriate access 
control functionality and documented and managed 
access rights are in place for all users of these 
systems  

Confirmed Complete 
Level 2  

9-307 An effectively supported Senior Information Risk 
Owner takes ownership of the organisation’s 
information risk policy and information risk 
management strategy  

Confirmed Complete 
Level 3  

9-308 All transfers of hardcopy and digital person identifiable 
and sensitive information have been identified, mapped 
and risk assessed; technical and organisational 
measures adequately secure these transfers  

Confirmed Complete 
Level 2  

9-309 Business continuity plans are up to date and tested for 
all critical information assets (data processing facilities, 
communications services and data) and service - 
specific measures are in place  

Confirmed Complete 
Level 3  

9-310 Procedures are in place to prevent information 
processing being interrupted or disrupted through 
equipment failure, environmental hazard or human 
error  

Confirmed Complete 
Level 2  

9-311 Information Assets with computer components are 
capable of the rapid detection, isolation and removal of 
malicious code and unauthorised mobile code  

Confirmed Complete 
Level 2  

9-313 Policy and procedures are in place to ensure that 
Information Communication Technology (ICT) 
networks operate securely  

Confirmed Complete 
Level 2  

9-314 Policy and procedures ensure that mobile computing 
and teleworking are secure  

Confirmed Complete 
Level 2  

9-323 All information assets that hold, or are, personal data 
are protected by appropriate organisational and 
technical measures  

Confirmed Complete 
Level 2  

9-324 The confidentiality of service user information is 
protected through use of pseudonymisation and 
anonymisation techniques where appropriate  

Confirmed Complete 
Level 2  
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Clinical Information Assurance  
9-400 The Information Governance agenda is supported by 

adequate information quality and records 
management skills, knowledge and experience  

Confirmed Complete 
Level 2  

9-401 There is consistent and comprehensive use of the 
NHS Number in line with National Patient Safety 
Agency requirements  

Confirmed Complete 
Level 2  

9-402 Procedures are in place to ensure the accuracy of 
service user information on all systems and /or 
records that support the provision of care  

Confirmed Complete 
Level 2  

9-404 A multi-professional audit of clinical records across all 
specialties has been undertaken  

Confirmed Complete 
Level 3  

9-406 Procedures are in place for monitoring the availability 
of paper health/care records and tracing missing 
records  

Confirmed Complete 
Level 2  

 
Secondary Use Assurance  
9-501 National data definitions, standards, values and 

validation programmes are incorporated within key 
systems and local documentation is updated as 
standards develop  

Confirmed Complete 
Level 2  

9-502 External data quality reports are used for monitoring 
and improving data quality  

Confirmed Complete 
Level 2  

9-504 Documented procedures are in place for using both 
local and national benchmarking to identify data 
quality issues and analyse trends in information over 
time, ensuring that large changes are investigated and 
explained  

Confirmed Complete 
Level 2  

9-505 A robust programme of internal and external data 
quality/clinical coding audit in line with the 
requirements of the Audit Commission and NHS 
Connecting for Health is in place  

Confirmed Complete 
Level 2  

9-506 A documented procedure and a regular audit cycle for 
accuracy checks on service user data is in place  

Confirmed Complete 
Level 2  

9-507 The Completeness and Validity check for data has 
been completed and passed  

Confirmed Complete 
Level 3  

9-508 Clinical/care staff are involved in validating information 
derived from the recording of clinical/care activity  

Confirmed Complete 
Level 2  

9-510 Training programmes for clinical coding staff entering 
coded clinical data are comprehensive and conform to 
national standards  

Confirmed Complete 
Level 2  

 
Corporate Information Assurance  
9-601 Documented and implemented procedures are in 

place for the effective management of corporate 
records  

Confirmed Complete 
Level 2  

9-603 Documented and publicly available procedures are in 
place to ensure compliance with the Freedom of 
Information Act 2000  

Confirmed Complete 
Level 3  

9-604 As part of the information lifecycle management 
strategy, an audit of corporate records has been 
undertaken  

Confirmed Complete 
Level 2  

 


